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1. Introduction of Tizen Validation
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Introduction to Tizen Va_

% Purpose

 Enable Successful Business

for Developers

* Provide Qualified

Application for Users

. Developers
/ \

\
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Tizen Validation
Users Team
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To service

% Validation Criteria [ —

To provide

: ‘ Functions
e Validation team

before
app purchase

without stopping

checks four criteria

for acceptance o=

===
To offer Usability

To service

in Tizen store
\
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2. Validation Process
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Tizen Validation Process

Validation Process: 2 Phases

“WITHIN 3 DAYS”

Phase 1 Phase 2

Initial Inspection & Content Review &
Dynamic Analysis Final Confirmation

App
Submission

Tizen Validation System Reviewers
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Tizen Validation Process(Phase 1)

% Tizen Validation System

: Consists of Three systems — Security Analysis, Test Automation, Configuration Mgmt.

Phase 1
Initial Inspection &
Dynamic Analysis
Tizen Validation System

2. Call Both ’ [Security Analysis System]

1.Request Test

Systems 5 3. Run Security Analysis
‘u
— _
) N 5. Report Result \
. : 4. Send ? [Test Automation System]
[Tizen Store [Configuration System Result E 3. Run Automated Test
System] Mgmt. System] o :
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Tizen Validation Process(Pha-

% Security System

: Filters security threats such as Malware, Unauthorized API privilege, Web Attack Patterns

Phase 1
Initial Inspection &
Dynamic Analysis
Secu r|ty Analysis System

-—g_g_—h@’,

App submit 2. Static Analysis 3. Dynamic Analysis Security Analyst Tizen Store 3. Update Analysis

" Re-evaluate Static
Analysis Result
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Tizen Validation Process(Phase 1)

% Test Automation System

: Tests metadata and application’s basic functions according to test cases

Phase 1

Initial Inspection &
Dynamic Analysis

Test Automation System

L 2. App Function Checking J

Install, Uninstall, Resolution, Resource,
Event Handling, Interrupt Checking

1. Metadata Checking
Forbidden Words, Support !
Languages —
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Tizen Validation Process(Phase 2)

# Final Review

Phase 2

Content Review &
Final Confirmation

: Makes the final decision depending on system result and content review
Reviewers

Configuration Mgmt. System
v Al ? ’ Test
ge Rating ! Automation

v’ Copyrights

i = System
Contents Review  # v’ Cultural Issues ” H
anual
é hecking Device Test ¢ v’ Application’s Special

System Result
Features ?’ Security
v' Application Concept Analysis
- System Result
Reewer g : Sy
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3. Developer Support
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% 3 Types of Validation Guidelines

: are provided for developers to get ready for successful application validation.

--b"”a"“res

* Enable developer to understand = Enable developer to check = Enable developer to know
the publishing process essential points for app mostly detected defects
function and validation policy before submission
@
Y ' ¢
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4. Frequently Reported Defects
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Frequently Reported Defects

¥ Privilege defects

: are Detected by security analysis system

: Delete an unused privilege

: Assign proper privileges in a configuration file

APl and
Privilege

Checker
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% Function Defects

: are Detected by test automation system

“’r/@‘i',‘% — 0
ﬁi‘iﬁ?&iﬁ yhas closed ] o

e of all functional defects
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# Contents defects

: are checked by Reviewers before confirming the validation

=>» Write a description in accordance with Tizen, NOT other platforms

Sexuality Violence

=>» Make a Metadata (App name, description,
icon and screenshots, etc) for everyone
regardless of age

LOGO
=» Make sure your application does not infringe MOVIE MUSIC

someone else’s copyrights IMAGE E-BOOK
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Tizen Application
Security Analysis System

°. @ Seung Won Ko
) Jackson Kang
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Need for Security Solution (1/2)

2000000 6000

1500000

KL)\ Mobile Malware Count 4000
1 600 000 (2013.0ec)
1000000 Seamless
Networking
2000
500000
o
I:] ------------------------------------------------------------- I:]
2012.01 2013.12

Mobile Smishing == Banking Fraud ~ *Source: AhnLab Security Emergency Center
Malware (ASEC) 2013.12

Most
Private
Device

Application
Market
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Need for Security Solution (2/2)

Google Tizen

Play AppStore

New Open source Web platform

Basically laissez-faire, Compare to Google Play With progress
Post verification method i . . e
@ POHER SEIET & D SOl Quality and security needs stabilization
Hard to manage quality and security, AT

most malware apps Mobile Security Solution

U ¥

Bouncer Introduction

Maintain Clean store status, Static & Dynamic & Manual
@ Benefit for developer and user Total security solution
Bypass method found, @
Manufacture and telecommunication Maintain safe and attractive Tizen ecosystem
companies are conceiving security plan for developer and user,

Contribute platform’s prosperity
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Security Solution Overview

g ) =
45 — =0

Tizen App

Reviewer

E

Report / Statistics

Automatic Automatic
Static Analysis Dynamic falysis

$

Pattern Reputation
Database Database
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Static Analysis System (1/2)

Static Feature Analyze

1= Test Piano.prototype.audioInit = function audicInit() {
=i Javascript Resources var i, self = this;
@ ECMA 3 Browser Support for i;= Bid} Ff]liidl += li { cer1 e adio’)
. 1s.audlo|1] = ocument.createtlemen audio H
=i ECMAScript Built-In Library this.audio[i].name = i; Web App
(3% Test this.audio[i].src = this.audio[i].name + ".wav";
=i Web API this.audio[i].addEventListener("playing”, function(){ ,

=\ W3C Widget Support self.lockIds["play” + this.name] = false;

@ waCwidget ) R R
@ windowwidget

@ window b

a W3Cwidget( s

* Plays sound for specified element
{Object} element

=i, HTMLS Support

Native App

[ jQuery 1.7 Library {Number} touchLd
= Tizen Privilege =/
= css Piano.prototype.playAudioByElement = function playAudioByElement(element,
(= images var audio = this.audio[element.id.substr(4)];
o $(element).addClass( ' pressed’);
1 o this.touchPianokey[touchld] = element.id;
£4 mainjs if (audio) {
g Piano.prototype if (audic.paused) { A r
(& piano audio.play();
. } Y
4 D!HI’IE if (audio.currentTime !== 8) { Hybrld App
a Piano() audio.currentTime = 8;
= tizen-web-ui-fw T

« Package Binary / Signing
* Resource File / Source Code
* Etc.
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Static Analysis System (2/2)

Hash Check Call Use Check
Sign Check Message Use Check
 Web applications | Native applications Privilege Level Check Contacts Use Check
Undefined Privilege Calendar Use Check
Check
Liused Bililene Geocoder Use Check
W3C/HTMLS iteAPIs |Social.'Car1=r1 Locations || Ui || Media || Weblml | Check :
: “5:_ Hﬁi: H E! : | NetTeiepheny Msssging Graptics U] | Malicious URL Check Dewcghlg(f:i. s
e LTI —"I Base/loiTextiLocaks | BpeiSaryrity/Systam i
Specified URL Check NFC Check

C

Graphics &UI Multimedia H‘r‘ Location

Connedivity

Specified API Check Bluetooth Check

Specified String
Check

Network Use Check

App Framework Messaging Web

VolP Check

Telephony PIM

Security System Base

China Checklist

Linux kernel and device drivers

Malware Check [ Push Message Check ]

[ White List Check ]
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Dynamic Analysis System (1/2)
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Dynamic Analysis System (2/2)

09 (Origina : 2nd Log (Analyzed) Final Report
. Detect malicious
V|3 . o
| Mambufiertog gy Fieliotog URL connection
W SMS Log Network /0 Payment Induction
Log

Personal information
yStEM DUTTE MMS L
CSYStEmIBHEriogs e ————"- Access
Access Log ;
M Email Log Call History Access

Text Message

I Access
\\ 1 Email Access

A L Network Communication
df % \/ Ty History
. =) - _ _
File Access History
Analyst

e
\
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Update Analysis System

Dynamic Analysis

* To apply the latest verification policy and

solve urgent security issue on pre-registered
app Specified URL Check
 Evaluation is not just a single verification test,
but periodical purifif:’ation effort

Malicious URL Check Specified APl Check

Specified String
Check
[ Platform Version ]

Malware Check

Check
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Dynamic Analysis — Evolution (1/3)

© ®
match ,event
template ' generate

& send

> 4

@ “’._ . e X - - @ @
image LSRRttt I i next
similarity, = TS screen |
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Dynamic Analysis — Evolution (2/3)
@ T o 55 ®

resource string == ! event
search = | generate [~=-
by character  ja=-_ | &send |a=
recognizing e ; o~ ;
ex) ‘marketplace /42— f —
ot S

== | — |-—
""""" Marketplace S @ ®©
.. Upgrade level 7 B ifhit  next |
@ Eéelsdlaidie action|
keyword [ | |
similarity |
99.9% | |
area
detect
P
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Dynamic Analysis — Evolution (3/3)
ASIS > > >_ TOBE

Next Generation

[ )

d . . Similar to that of humans
2"d Generation - Behavior Induction
- Interaction

. Effective Automation

3 ) _ H H
15t Generatlon « System performance improvement Object targeteq 'Event Generation
- Pattern Recognition

- Network packet capture and analysis Enhanced Report

~N

e N - System resource monitoring - Trace Route Recoding
*  Emulator Introduction - Artificial system event occurrence - All Screen Capture
« Dynamic Analysis Automation - Offer processed summary information . Change of Paradigm
- Automated process of app + Limit and Problem - From Passive to Active
crawling, installation, execution, - Lack of movement and interaction to - Defense to Unknown App
termination draw all the functions of the application * Platff?rm Independent
+ App execution and log the - Generalizable Model
’ ) - Web platform, Smart TV platform, Etc.
behavior for predetermined
time ) L ) \_ J
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Intelligent Dynamic Analysis

. 87>
om.ahnlab.t
rator(TizenEv
rlah.t n.dynanic
startEventPro
nulator-26108>

dynanic_analy

ab.tizen.dynanic_analysis

V(TizenEventP
on.ahnlab.t
essInit(Ti
on.ahnlab.t

sces
onm.ahnlab.tizen.dynanic_analy
tarted(TizenWgtEventProces

com.ahnlab.tizen.dynanic_analy:

Enter<TizenWgtEventPy

agent .figent . proc
EventGenerator
agent . handle enFuentSendHandl
rtWgtFuentGenerator
.handler.command . Tiz

ndStartUgtEventPr 8. java:

process.TizenEventProcess . proces
(ApkEventProcess@) processinit
.agent.handler.process.TizenEventProcess.check
7% [ApKE checkAndUn Locks

s.TizenEventProcess.check
unlockScreen
.TizenWgtE oce

nl y selnit

.TizenWigtEventProces
NEventProcess8] proc

EventProce
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